tttttttttttttttttttttt

Technology Trends

©SMB Group 2025



. Table of Contents

#1: Al ACCEIErateS SIMB TOCINOIOGY AQOPIION ...ttt ettt et ee e et e e et ee et e ees e e et eaeseses e tesentesenteseneesensesenseseseseaseseaseaseseseesensasensesentesentesentesenseseseseasesaseasaseneesensesensesenenes 03
#2: The Performance and Technology Gap Between Smaller and Larger SMBS WIAENS..... .. ettt et s e st e e e e e e at e e e abe e e baeessaeeensaeensaeesssaeensseansseenns 04
#3: Generative Al RESNAPES the SIMB BUYET JOUIMEY ...ttt ettt ee ettt e eettee e eeetaeeeeeetaeeeeeiasaeeeesssaeeessaaesasssaeesasssseesasssseeaassssesassssaseaaassseesasssseeansssseeensssseeensssseeensssaeennssraeens 05
#4: SMBs Demand a More Personalized EXPeri@NCe frOM TECH VENAOIS ... ettt ettt e e e e e et a e e e e e eeesaabaaaaeeeesesssssaeseeeeseesssasasseeeesenassrareeeeees 06
#5: SMBs Increase Their Focus on Integrating BUSINESS APPIICATIONS ...ttt eectte e e e eeeetre e e e e e taaeeeseetbaaaeeeesasasaaeeesssasaeeeessssaeseeassssseeeesssssseeeenssseeeenns 07
#6: Cybercriminals INCrEASINGIY TAIGEE SIMBS ...ttt et et e et et e et e s e et eaes e et ese et et eseasesestasesestesessasesessasese st et esesesestaseseateseseasesesteseseaseseasesesenteseseseseseasesessesesesesansanas 08
#7: Growing Reliance on Al and Analytics Fuels the Need for Better Data ManagemeENnt SOIULIONS ...ttt eeeare e e e eeeare e e e eeetbareeeeeeanreeeeeeenraeeeees 10
#8: Al Drives SMBs t0 Re-evaluate WOrKfOrCe and HilNG SIrat@QIES. ..ottt ettt ettt et et est et et e s e ste st esestessensessssensessstessenessesseneesssensenessensenssaenes 1

#9: SMBs Continue to Move to Cloud, Hybrid, and As-a-Service COMPULING IMOUEIS ... ettt et eete e e et e e e e baee e e abaee e e tsseeeesssaaeeenassaeeenssaeeennraeens 13
#10: Evolving Priorities and New Technologies Drive SMB CollabOration INVESTMENTS ......o.oov ittt ettt et et e et et e e et et e e ss et e e sse et eseesessentesesseeesessessenessensensssenes 14

©SMB Group 2025




3l Al Accelerates SMB Technology Adoption

How artificial intelligence (Al) requirements are influencing the
pace of technology investments

- 5%
We are slowing technology
investments due to Al

1% -
Other

35% -
We are slightly
accelerating technology
investments due to Al

27%

We are significantly
accelerating technology
investments due to Al

31%

Al requirements have had

no impact on the pace of our
technology investments

43% 17% 2

1-19 employees [SY WPz 3%

B We are slightly accelerating
technology investments due to Al

B We are significantly accelerating
technology investments due to Al

M Al requirements have had B We are slowing the pace technology
no impact on the pace of our investments due to Al
technology investments B Other
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Al will drive accelerated technology investments for many SMBs in 2025.

Q 9
%- g 27% of respondents indicated they are “significantly accelerating
technology investments” due to Al requirements.

@)é 35% are “slightly accelerating” their investments.

=
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31% of SMBs report that Al requirements have had “no impact”

on their technology investments.

Just 5% are slowing down investments because of Al.

The impact correlates strongly with employee size. Most businesses with 20
employees or more are boosting tech investments due to Al. These SMBs see
the potential value that Al can bring to their companies and are likely to invest
in Al-powered solutions to drive innovation and growth.

In contrast, SMBs with fewer than 20 employees are most likely to say Al
requirements have not impacted the pace of technology adoption. Vendors
need to demystify Al for these SMBs. They must provide jargon-free education
and pragmatic examples of how Al can solve operational challenges, as well as
guidance on best practices for adopting Al-enabled solutions and using
Al functionality.




¥ M The Performance and Technology Gap Between Smaller and Larger SMBs Widens

Two-thirds of SMBs project SMB revenue expectations for the next fiscal year SMB plans for tech spending in the next fiscal year
revenues to rise in the next year. co,
However, while most SMBs with 2% ° — 7% 4% BN y
: Unsure Decrease D ot sure
10-2,500 employees have a bullish ecrease

outlook, those with fewer than
10 employees are most likely to

| |

expect revenues to stay the same.

9 % 36%
Similarly, while over half of all SMBs 62% 29% °5% "

Increase Stay the ; Increase emain
plan to increase tech spending : came | flat

in the next fiscal year, those with

fewer than 10 employees forecast

that tech spending will remain flat. .................................................................................................................................................................................................................. ........................................................................................................................................................................................................................
Inflation drives up costs across
the board—but smaller SMBs 100-2,500 employees

71% 7 1%  100-2,500 employees 27% 3%EL
have more restrictive budgets

than their larger counterparts. 10-99 employees 26% T%R¥A 10-99 employees 52% 38% 5% BA
While larger companies have the 4%
(o]

1-9 employees 46% i 4% 1-9 employees 30% 56% 10%

funds to spend on innovation to

drive business expansion, smaller
companies will focus on solutions

that help them grow without M Increase M Stay the same B Increase M@ Remain flat

substantial upfront investment. B Decrease M Unsure B Decrease M Not sure

©SMB Group 2025




XM Generative Al Reshapes the SMB Buyer Journey

On average, SMBs complete 65% of the buying journey before contacting
vendors. The most popular source for SMBs to begin their search for new
technology solutions and trends is via web search (54%). Vendor application
marketplaces (39%) and vendor websites (36%) round out the top three.

SMBs favor a wide range of different types of content to help them learn
about new solutions. But, in just a couple of years, Generative Al has become
a preferred content choice for 25% of SMBs. This highlights a significant shift
in how SMBs conduct research. Unlike traditional content, Generative Al tools
can provide synthesized, contextualized, and personalized insights—which
will reinforce this preference.

Generative Al's growing adoption suggests SMBs will increasingly bypass
conventional content discovery channels like search engines or vendor
websites. This poses significant implications for technology marketers relying
heavily on search engine optimization (SEO) or paid search strategies to
drive awareness and engagement. As Generative Al becomes more widely
adopted, marketers must explore ways to optimize their content specifically
for Al platforms.

We should expect that Generative Al will evolve to play a larger role in SMB
purchasing decisions, such as running simulations or ROI projections.
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Content preferences to learn about technology solutions

Reviews in industry publications

Customer testimonials

Peer reviews

Virtual events (e.g., webinars,
LinkedIn Live, etc.)

Key performance indicator (KPI) studies
Return on investment (ROI) studies
Generative Al platforms

Vendor sales reps

Survey study reports

Reports from industry analyst firms
Infographics

Podcasts

Tweet chats

35%

29%

27%

26%

26%

26%




7'M SMBs Demand a More Personalized Experience from Tech Vendors

SMBs want vendors to move beyond transactional
interactions to a consultative approach that focuses on
aligning solutions to SMBs’ unique challenges and objectives.

SMBs’ top requests to improve the tech purchasing
experience include vendors doing a better job of explaining
how solutions meet specific business goals (56%) and
spending more time understanding their requirements (44%).

Pricing transparency (46%) is the second most critical
improvement that SMBs want from vendors during the
purchasing process. Clarity and honesty early in the
sales funnel enable SMBs to make faster, more confident
purchasing decisions.

Personalization also matters post-implementation. SMBs want
access to a dedicated account manager (51%) and regular
check-ins/feedback sessions (44%), underscoring the value of
personalized, ongoing relationships post-implementation.

Vendors who provide a more customer-centric strategy that
focuses on personalized engagement, transparency, and
customer success will build stronger relationships with
SMBs, increase customer loyalty, and drive long-term
revenue growth by addressing both pre- and post-purchase
needs effectively.
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Ways vendors can improve the SMB purchasing experience*

Better explain how the solution helps
improve specific business/technology goals

56%

Provide more transparent pricing information on their site 46%

Take more time to understand our requirements 44%

Provide a consistent experience across

o)
online, mobile and phone channels 39%

Better access to phone support from their site 31%

Better real-time online chat support from their site 29%

Offer better financing options

Ways technology vendors can better support SMBs post-implementation®

Easier access to customer support 52%
Access to a dedicated account manager 51%
Better training programs/resources 46%
More proactive security monitoring and updates 45%

Regular check-ins/feedback sessions 44%

Better upgrade options 34%




13 SMBs Increase Their Focus on Integrating Business Applications

Business application integration is a growing priority for SMBs, who cite SMBs also report that ease of integration is the third most-used metric
integrating new solutions with existing systems as their second most pressing for assessing solution performance, highlighting its role in achieving
technology challenge. operational success.

SMBs allocate two-thirds of their IT budgets to maintaining and upgrading As a result, 2/3 of SMBs plan to invest in improving business application
existing systems. This underscores their requirements for interoperability integration to streamline and optimize operations. This will drive demand for
between existing systems and new solutions. SMBs rank better compatibility with low-code or no-code integration platforms, solutions with pre-built-connectors
existing systems as the second most important consideration when shopping and APIs, robust partner ecosystems, and strong integration support services.

for new solutions, demonstrating the importance of integration capabilities as a
critical buying factor.

Plans to invest to improve

Drivers for SMB application integration , L ,
business application integration

16% -
Unsure

- Better compatibility/ : :
2/3 of existing IT Ease of integration

Integrating new integration with : -
budgets are spent with existing systems

solutions with existing systems
on maintaining/ Iy is the #3 metric to —

62%
Yes

existing ones is the : - is the #2 reason
upgrading existing gauge how well a

#2 tech challenge solutions get on a

systems solution works

short list 22%
No
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=1 Cybercriminals Increasingly Target SMBs

Cybercriminals are increasingly targeting SMBs, with 27% of SMBs experiencing a While Al delivers significant benefits to SMBs, it also introduces new risks. Al
cybersecurity attack in the past two years. Limited resources and cybersecurity expertise tools often rely on massive data sets, including sensitive personal, financial,
make SMBs attractive targets. In the coming year, SMBs must proactively identify or business information. If improperly secured, this data can be exposed,
vulnerabilities and strengthen security strategies to meet the evolving threat landscape. enabling cybercriminals to launch compelling phishing attacks and social

To stay protected, more SMBs will consider the following: engineering campaigns at scale.

To address Al-related threats, SMBs need to adopt Al-driven security tools,

((s‘\k Deploying identity and access management (IAM), multi-factor authentication such as intrusion detection systems (IDS), to detect anomalies in real-time,
\Q\ (MFA), endpoint detection tools, and other solutions to reduce exposure to as well as security information and event management (SIEM) platforms,
insider threats and unauthorized access. which automate responses and streamline threat detection.

These modern tools provide stronger defenses not only against new threats

&ﬂ Increasing investments in offline backups and incident response plans to
>0 introduced by Al itself, but also against existing cybersecurity vulnerabilities.

minimize the impact of ransomware and double extortion attacks.

Conducting more thorough evaluations of cloud providers’ security

certifications, data protection policies, and incident response capabilities; Percentage of SMBs who have experienced a cybersecurity attack

o

clarifying which security responsibilities fall on the vendor versus those that 59 -
the customer is responsible for; and adopting tools like Cloud Access Security Unsure
Brokers (CASB) to monitor and protect cloud environments. 5 2Y7ecf
Investing in cyber insurance to help cover the costs of financial losses from
@ cyber attacks.
68%
ﬂ Engaging with Managed Security Service Providers (MSSPs) for security No
B expertise and services. |
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Current and planned use of cybersecurity tools

Malware/virus protection 86% 10%| K3

Data backup, protection and 729, 21%

recovery

Network firewall/gateway security 66%

Regular security audits/updates

25%

24%

7%
10%

12%

Multi-factor authentication 64% 25% M%
Endpoint device management 57% 26% 17%

Cybersecurity education for
employees

Extended detection and response 44%
(XDR) platform

B Currently use M Plan to deploy in 2025 [ No plans to use
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31%

34%

15%

21%




#7 Growing Reliance on Al and Analytics Fuels the Need for Better Data
Management Solutions

SMBs are generating more data than ever. The data surge is driven by several factors: However, without a clear strategy and proper management, the
value of this data remains untapped. SMBs often struggle with
The proliferation of digital tools and processes generates significant amounts of ~ fragmented data spread across systems, making it difficult to
data—SMBs often produce 1-10 terabytes annually depending on their digital operations.  gajin a unified view of their businesses. Managing this data

~ effectively is another hurdle, as is the lack of a clear data
The shift to the cloud, with SMB cloud data growing by up to 50% annually in management strategy.

some industries. In 2025, more SMBs will seek assistance from vendors and

partners to help them clean and consolidate their data sources,

i ¢l B &

The expansion of e-commerce has led to vast data creation through customer and determine valuable use cases—such as improving customer
interactions, marketing campaigns, and website analytics. ~ insights or streamlining operations. Al-powered tools will help
them to automate these processes, making data easier to
loT devices used for inventory tracking or equipment monitoring in sectors like logistics ~access and use, and to get the insights required to drive smarter
and manufacturing contribute gigabytes of real-time data daily. ~decisions and business growth.
Global Trends in SMB Data Creation Future Projections
& g o
-E Retail and e-commerce u Healthcare mmm Manufacturing and Logistics * According to IDC and other market
CRCNCRO research firms, the global data sphere is
* Tractional data, inventory * Electronic health records, * |oT sensors, supply chain data, expected to reach 175 zettabytes by 2025.
management, customer patient imaging data quality control data, video data * By 2030, SMBs’ reliance on Al and
preference data P a single SMB healthcare A e e e e severE edge computing will double their data
* Average monthly data created by provider generates 1-2 TB terabytes annually generation rates.
mid-size business is 500GB — 5TB monthly
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=23 Al Drives SMBs to Re-evaluate Workforce and Hiring Strategies

Al is changing the workplace for SMBs, reshaping jobs and hiring strategies. The likelihood of Al replacing employees varies by industry. Financial services,
While some roles are being replaced or redefined, Al mainly targets repetitive, healthcare, and manufacturing are among the sectors where Al is expected
rule-based tasks rather than replacing entire jobs. Many roles are evolving to to have the biggest impact in the next two years. However, these changes are
work alongside Al, creating opportunities to manage and complement its use. more about shifting responsibilities than outright job elimination.

Jobs most at risk include data entry, clerical work, manufacturing and assembly, SMBs will need to develop effective strategies to use Al to enhance human
customer support, telemarketing, accounting, and bookkeeping. These roles roles, not replace them, and find the right balance between the two.

involve repetitive tasks that Al is well-suited to handle.

However, in other fields, Al is transforming jobs rather than replacing them.

For example: Likelihood of Al replacing employees in the next 2 years
&Oa Healthcare: Al helps with data-heavy tasks like analyzing scans or lab 4% -
=== esults, but human doctors and nurses remain essential for patient care. Don’t know very likely
Software Development: Al can assist with repetitive coding and 25% - Eﬂ% 279
|7/>0| debugging, but devel till needed f tive and | very unlikely .
O ebugging, but developers are still needed for creative and complex Somewhat likely
problem-solving. 3
: 19% 15%
', . . . . . i ) °
‘\- Marketing: Al automates tasks like ad targeting, email campaigns, and Somewhat unlikely Neutral
.‘ performance tracking, allowing marketers to focus on strategy.
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Likelihood of Al replacing employees in the next 2 years (by industry)

Financial Services/Banking/Insurance 23% 32%

Personal Services 21% 21%

Healthcare, Medical & Dental 16%

Manufacturing 13% 29%

12% 32%

IT/Technology Services

Education 11% 1%

Retail 8%

Professional Services 8%

Hospitality Bz 33%

Wholesale/Distribution 7% 18%

Construction/Real Estate ¥4 20%
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=1l SMBs Continue to Move to Cloud, Hybrid, and As-a-Service Computing Models

SMBs will continue to shift their workloads to cloud computing, hybrid models, and Overall, “As-a-service” solutions are gaining popularity because
as-a-service solutions. By leveraging cloud computing and flexible as-a-service models, they simplify operations and reduce complexity
SMBs can reduce costs, streamline operations, and gain the scalability they need to :

stay competitive. SaaS (Software-as-a-Service): Tools like Salesforce and

Zoom are hosted by providers and accessed through a web
browser, eliminating the need for local software management.

SMBs are increasingly likely to choose to use cloud or SaaS solutions for financial
management, sales/marketing, and human resources. In addition, cloud computing delivers
essential services—storage, networking, software, and analytics—via the internet. Providers

like Amazon AWS and Microsoft Azure handle updates, maintenance, and security, reducing Paas (Platform-as-a-Service): Platforms like AWS Elastic

Beanstalk allow developers to build and deploy applications
without managing infrastructure.

IT workloads for SMBs while offering easy scalability and cost savings.

Hybrid computing combines on-premises systems with cloud services, providing flexibility,

reducing disruptions, and supporting specific compliance needs in industries such as A laa$S (Infrastructure-as-a-Service): SMBs rent IT resources
healthcare and finance. SMBs can keep predictable workloads in-house while using the g ._%_. such as servers and storage from cloud providers like
cloud for dynamic demands, such as seasonal spikes. Amazon EC2.

Likelihood of Selecting Cloud/Saa$S Solutions for Is High Across Different Business Functions

Financial Management

Sales/Marketing/Service

Human Resources

o/ . o/ . o/ .
UnsZr/g 457% Unsﬁr/; 357% Unsﬁr/g 357%
Very likely Very likely Very likely
5% — 5% — 5% —
Not at all likely | - Not at all likely | Not at all likely | a4
: o
8% - 10% 447 10% °
Not very likel 35% Not very likel Somewhat likely Not very likel Somewhat
y y Somewhat likely y y y y likely
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“a [Vl Evolving Priorities and New Technologies Drive SMB Collaboration Investments

SMB collaboration priorities are being reshaped by changes in the workplace and new
technologies. Top priorities include improving real-time communication capabilities, improving
external collaboration, using collaboration tools more effectively, making meetings more
productive, and strengthening cybersecurity protections.

In the coming year, SMB collaboration and communication trends will be heavily shaped

by these priorities and new technologies. SMBs will prioritize solutions that improve
communication, collaboration, and productivity while addressing cybersecurity risks. By
adopting advanced tools and technologies, SMBs can empower teams to work more effectively
and stay competitive in an evolving business landscape.

Priorities will include:
Centralized communication solutions to consolidate multiple communication methods
(e.g., chat, video, voice, and email) into a single platform to streamline collaboration and

enhance team connectivity.

Hybrid and remote work solutions to support distributed workforces and improve

collaboration across teams, smooth workflows, and boost productivity.

Embedded Al-powered productivity tools to improve productivity. SMBs’ use of Al for

real-time transcription, meeting summaries, document management, translations, and
sentiment analysis using natural language processing (NLP) will surge.

'@' Al-driven predictive analytics capabilities to automate task prioritization, identify
k bottlenecks, and enhance project management capabilities.

©SMB Group 2025

Communications and Collaboration Investment Priorities

Improve capabilities for real time
communication (e.g., instant messaging,
video conferencing, file sharing, etc.)

Improve external collaboration with
customers, partners, suppliers, etc.

Help employees to use collaboration and
communication tools more effectively

Make meetings more productive
and efficient

Strengthen cybersecurity protections

Improve project management capabilities

Improve reporting and analytics

Create/upgrade physical spaces to
facilitate collaborative work

Integrate communication and
collaboration tools

Optimize bandwidth/infrastructure

38%

37%

32%

32%

31%

29%

28%

25%

25%

15%
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Information Sources About SMB Group

All data is sourced from the following SMB Group survey Founded in 2010, SMB Group is a technology industry research, analysis,
studies, unless otherwise noted: and consulting firm, focusing exclusively on the small and medium

® 2024 SMB Technology Buying Journey Survey business (SMB) market.

® SMB Business and Technology Priorities for 2024 We help our clients:

Survey respondents include seven employee size bands split between ® Identify trends and opportunities

businesses with 1-2,500 employees. For brevity, we refer to the entire ® Understand and segment the SMB market
1-2,500 group as SMBs. ® Evaluate and act upon

® Opportunities, threats, and disruptive trends
® Develop more compelling messaging and content

® Position solutions for growth and competitive advantage

For More Information

For information about licensing SMB Group’s 2020 Top 10 SMB Technology Trends or
other SMB Group services, please contact Lisa Lincoln, Director of Client Services:

u' lisa.lincoln70@smb-gr.com ‘ Q (508)395-6760
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